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Tamias	
  

•  Content	
  sharing	
  
•  User:	
  person,	
  company,	
  applicaKon	
  

•  personal	
  and	
  work	
  storage	
  
•  A	
  user	
  may	
  belong	
  to	
  many	
  groups	
  

•  Sharing	
  with	
  other	
  users	
  or	
  groups	
  

User	
  has	
  fine-­‐grained	
  control	
  over	
  his	
  data	
  



ObjecKves	
  and	
  use	
  cases	
  

•  Content	
  sharing	
  
– User	
  defines	
  sharing	
  scope	
  
– No	
  trust	
  in	
  storage	
  provider	
  

•  Anyone	
  can	
  provide	
  storage	
  
–  Easy	
  to	
  use	
  
–  Resilient	
  
–  Scalable	
  

•  Use	
  cases	
  
–  Personal	
  storage	
  soluKon	
  
–  Storage	
  soluKon	
  for	
  IIJ	
  cloud	
  

•  For	
  applicaKons	
  and	
  humans	
  



Sharing	
  

•  Sharing	
  is	
  offering	
  
–  unidirecKonal	
  act	
  of	
  giving	
  someone	
  access	
  (not	
  
ownership)	
  to	
  data	
  

•  There	
  is	
  no	
  reciprocaKon	
  
–  Giving	
  access	
  to	
  data	
  does	
  not	
  provision	
  a	
  reciprocate	
  way	
  
to	
  receive	
  anything	
  from	
  the	
  recipient	
  

•  There	
  may	
  be	
  concurrency	
  
–  Shared	
  data	
  could	
  be	
  modified	
  by	
  the	
  recipient,	
  according	
  
to	
  access	
  permissions	
  

•  In	
  our	
  context,	
  sharing	
  needs	
  a	
  recipient	
  :	
  iden1ty	
  



IdenKty	
  

•  IdenKty	
  is	
  a	
  (private	
  key,	
  public	
  key)	
  pair	
  
– One	
  person	
  may	
  have	
  mulKple	
  idenKKes	
  

– One	
  idenKty	
  -­‐>	
  content	
  owned	
  and	
  accessible	
  

Private	
  key	
  

Public	
  key	
  



Overview	
  

•  This	
  project	
  is	
  at	
  the	
  intersecKon	
  of	
  two	
  classical	
  
areas	
  of	
  research	
  
– Distributed	
  systems	
  
–  Security	
  and	
  privacy	
  

•  As	
  much	
  as	
  we	
  plan	
  to	
  be	
  innovaKve,	
  there	
  is	
  no	
  
need	
  to	
  reinvent	
  the	
  wheel	
  
–  Surveyed	
  exisKng	
  systems	
  to	
  review	
  how	
  they	
  can	
  fit	
  
–  Chose	
  the	
  Tahoe-­‐LAFS	
  open-­‐source	
  distributed	
  
storage	
  project	
  as	
  a	
  working	
  base	
  for	
  privacy	
  
enhancements	
  



Tahoe-­‐LAFS:	
  file	
  storing	
  



Tahoe-­‐LAFS:	
  file	
  retrieval	
  



Why	
  Tahoe-­‐LAFS	
  

•  Fully	
  distributed:	
  scalable	
  
– Storage	
  
– CapabiliKes	
  

•  Full	
  file	
  encrypKon:	
  no	
  trust	
  on	
  the	
  hosts	
  
– can	
  be	
  used	
  in	
  a	
  cloud-­‐like	
  environment	
  	
  

•  Erasure	
  coding:	
  very	
  resilient	
  
•  Open-­‐source	
  



Need	
  to	
  add	
  …	
  
•  Capability	
  management	
  feature	
  
– Storage	
  and	
  retrieval	
  of	
  capabiliKes	
  
– Sharing	
  of	
  capabiliKes	
  
– Same	
  view	
  from	
  mulKple	
  devices	
  

Tahoe’s	
  built	
  in	
  capability	
  management	
  is	
  very	
  basic	
  



Tamias	
  



Capability	
  management	
  

•  Private	
  key	
  used	
  to	
  generate	
  the	
  root	
  
•  Capability	
  to	
  root	
  is	
  the	
  entrance	
  point	
  into	
  all	
  
the	
  other	
  capabiliKes	
  

•  Stored	
  in	
  Tahoe-­‐LAFS	
  itself	
  
•  Inspired	
  from	
  buddy	
  list:	
  friend	
  -­‐>	
  public	
  key,	
  
…	
  	
  



Content	
  sharing:	
  	
  
Alice	
  wants	
  to	
  receive	
  files	
  from	
  Bob	
  



Content	
  sharing:	
  	
  
Alice	
  wants	
  to	
  receive	
  files	
  from	
  Bob	
  



Group	
  sharing	
  

•  ObjecKve:	
  be	
  able	
  to	
  revoke	
  access	
  to	
  files	
  on	
  
a	
  per	
  user	
  basis	
  

•  Generate	
  a	
  symbolic	
  link	
  per	
  desKnaKon	
  

•  Revoking	
  done	
  by	
  removing	
  the	
  sym	
  link	
  



Group	
  sharing	
  



Tamias	
  

Capability	
  management	
  system	
  over	
  Tahoe-­‐LAFS	
  

User	
  perspec1ve	
   Technical’s	
  
perspec1ve	
  

Easy	
  to	
  use	
   Scalable	
  

MulKple	
  devices	
   Reliable	
  

Fine	
  privacy	
  
granularity	
  

Suitable	
  for	
  cloud	
  
services	
  

Reliable	
  



2010-­‐2011	
  acKviKes	
  

•  Survey	
  
– Distributed	
  storage	
  soluKons	
  
– Online	
  social	
  network	
  soluKons	
  
– Meta-­‐data	
  

•  Design	
  of	
  Tamias	
  

•  Prototype	
  implementaKon	
  



SKll	
  need	
  to	
  add	
  …	
  

•  DelegaKon	
  and	
  revocaKon	
  
•  Removal	
  of	
  users	
  by	
  the	
  storage	
  provider	
  

•  MulKple	
  storage	
  domains	
  



QuesKons?	
  

h`p://tamias.iijlab.net/	
  



A	
  few	
  screenshots	
  



Jean’s	
  starKng	
  page	
  



Jean’s	
  friends	
  



Jean	
  uploads	
  a	
  file	
  



Jean	
  shares	
  the	
  file	
  with	
  Cristel	
  


